
Endpoint 
Protection 
WaveProtect Endpoint protection.  
Powered by Sophos, a market leading 
security product for devices and servers

The communications from Project, 
Implementation and Support teams have 
been incredible.  Everyone we speak to is 
friendly and supportive

Luke Packham 
Bishop Challinor Catholic College

Sophos Central Intercept 
X Advanced.  Prevent 
breaches, ransomware 
and data loss



About Us
Wave 9 is one of the UKs most respected IT specialist 
focusing on the Education Sector.  Our core services 
include Secure Managed Internet Services, Firewalls, 
Web-filtering, Safeguarding, Network and Telecoms

Features
Airtight Ransomware Protection
Sophos Central Intercept X Advanced (CIXA) is the 
industry’s most robust zero-touch endpoint defense 
against remote ransomware. CryptoGuard technology 
stops malicious encryption in real-time and automatically 
rolls back any affected files to their original state, 
minimizing business impact. Sophos Endpoint’s 
universal approach uses advanced analysis of file 
contents to protect your data from both local and remote 
ransomware attacks, including new variants.

Straight out of the box, Sophos Endpoint builds on the 
basic protection available in Microsoft Windows, adding 
more than 60 proprietary and preconfigured exploit 
mitigations. Sophos Endpoint protects against fileless 
attacks and zero-day exploits by stopping the techniques 
used by adversaries throughout the attack chain.

Account Health Check
Poorly configured policy settings, exclusions, and 
other factors can compromise your security posture. 
The account health check feature identifies security 
posture drift and high-risk misconfigurations, enabling 
administrators to remediate issues with one click. 

What this means for you
•  Cost-effective AV and Ransomware protection
•  Easy deployment and management
•  Synchronised Secruity across firewall/device/server
•  Block compromised devices 
•  Easy upgrade to Managed Detect and Response (MDR)
•  Suitable for Windows and macOS

Contact us today for more 
information.

WaveProtect Endpoint Security powered by 
Sophos CIXA
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Security

Synchronised Security
For our customers who are using our Managed Sophos 
XGS firewall service, CIXA will integrate completely, a 
feature called Synchronised Security.  Single dashboard 
management and visibility estate wide and infected 
endpoint isolation from the network. Intercept X is 
managed via Sophos Central, the cloud-management 
platform for all Sophos solutions. It’s a single pane 
of glass for all of your devices and products, making 
it easy to deploy, configure and manage your 
environment even in remote working setups.


